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(57) This invention allows customers and other us- 
ers of the Public Switched Telephone Network (PSTN) 
to enable, disable or modify special services provided 
by the network. The PSTN Is defined here as all equip- 
ment world wide (land-based, radio or other) enabling 
ordinary telephone users to connect to other telephone 
users, but excludes private telephone networks such as 
tie line" systems maintained or leased by private enter- 
prises. Presently contemplated actions can be taken in- 
dependent of the state of the customer's telephone line 
(e.g. on-hook or off-hook), and usually involve use of 
equipment other than telephones and communication 
networks other than the PSTN (e.g. computers operat- 
ing through the Internet and pagers operating through 
pager networks). The special services include existing 
services (call wailing, call blocking, call forwarding, etc.) 
and new ones (e.g. transferring an active call from a 
desk phone to a mobile cellular one without interrupting 
the call). Security firewalls, between the public and te- 
lephony application intelligence (TAI) systems that ad- 
minister customer services within the PSTN, ensure that 
actions by unauthorized individuals do not interfere with 
or adversely affect telephone system operations. Au- 
thorized customers taking presently contemplated ac- 
tions will not be able to adversely affect telephone sys- 
tem operations. The present system will work on infor- 
mation maintained at any level of an intelligent network 
hierarchy within the PSTN. Including service nodes 
through which customer services are traditionally pro- 
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Description 

Background of the Invention 

Global telephone services today are provided 
through a Public Switched Telephone Network (hereaf- 
ter, PSTN). As viewed presently, the PSTN is the aggre- 
gate of all lines and equipment serving to connect users 
of telephones (land-based, radb and other), but ex- 
cludes private networks formed from leased telephone 
lines and public data networks like the Internet and/or 
World Wide Web (hereafter also referred to as the Web). 

Certain services available to customers and other 
users of the PSTN - e.g. call waiting, call forwarding, 
call blocking, etc. - are generally in either an enabled 
or disabled state while individual subscriber telephones 
are idle (on hook), and may be set to the reverse state 
by the user as pan of the call dialling (or tone keying) 
process. For instance, call waiting can be set from en- 
abled to disabled by entry of "*70" as a prefix to a called 
area code and telephone number. The entry may be per- 
formed either by telephone users or private equipment 
intermediate telephone company lines and telephone 
users (e.g. a PBX ora computer and modem Interfacing 
to a telephone company line). 

Procedures allowed by telephone companies for 
such controlling actions (by or in behalf of their custom- 
ers) tend to unduly restrict times at which these actions 
can be performed (usually to the time of call-out dialling/ 
tone keying), as well as to unduly limit the types of func- 
tions that can be controlled. For example, a telephone 
user having a centralized voice mail service might want 
to have specific messages replayed out of sequence: e. 
g. only the 7th and 8th messages in a series of say 10 
recorded messages. However, it might be unfeasible for 
telephone companies to offer such facilities where op- 
erator intervention is unavailable or too costly since the 
function might require so many actions by customers as 
to make that type of service unwieldy or impracticai. 

Furthermore, in respect to some services the user 
might have need to be able to disable them automati- 
cally for kxig periods of time (hours or days), rather than 
for single calls, or even to be able to disable them while 
a call connection is active. Such activities are generally 
unfeasible or impractical for use in today's PSTN infra- 
structure. 

US patent application US-A- 08/761,249 entitled 
Multimedia Conferencing Using Parallel Networks, de- 
scribes linkage of data networks to conference manage- 
ment facilities of the public switched telephone network 
(PSTN); allowing for participants in telephone confer- 
ences to invoke special telephone services during the 
conference, by means of signals sent over a data net- 
work, as well as to have image data (charts, etc.) dis- 
tributed in coordination with voice presentations. 

US patent application US-A-08/75 1,091 entitled 
Cross Service Common User Imago Association, dis- 
closes a system that permits users of multiple networks/ 



domains to employ comrron name identities across all 
or some of the domains. 

The present invention seeks to overcome limita- 
tions of today’s PSTN infrastructure, and provide a cost- 
s effective and simple system and method for enabling the 
PSTN to allow its customers and their agents (author- 
ized users) to control (add, alter and remove) a wide va- 
riety of services at anytime (before calls, during call dial- 
out. and while call connections are active). It also seeks 
to allow the PSTN to permit its customers and their 
agents to place highly sophisticated restrictions on their 
controlling actions (e g to be able to specify disable- 
ment of a given service for a precise number of minutes, 
hours or days. etc.). 

Summary Of The Invention 

It is an object of the present invention to provide a 
technique which alleviates the above drawbacks. 

According to the present invention we provide a tel- 
ephone service management facility for enabling the 
public switched telephone network (PSTN) to provide 
improved telephony services to its customers compris- 
ing: first means interfacing between the PSTN and a 
communication network external to said PSTN for con- 
ducting communications between the PSTN and its cus- 
tomers via equipment other than telephones; and sec- 
ond means interfacing between said first means and the 
PSTN for conducting a security check on communica- 
tions received from said equipment other than tele- 
phones for determining if said communications originate 
from a PSTN customer or a duly authorized agent of a 
PSTN customer; said second means allowing commu- 
nications from said equipment other than telephones to 
affect a telephone service delivered to a customer as- 
sociated with said equipment other than telephones if 
and only if a prior determkiation has been made that re- 
spective communications are from one of the customer 
receiving the respective service and authorized agents 
of that customer. 

Thus, customers of the PSTN and their authorized 
agents could carry out sophisticated communications 
with PSTN facilities configured in accordance with this 
invention, lor evoking or administering actions that in to- 
day's PSTN infrastructure would be either unfeasible or 
impractical. As implied above, such actions could in- 
clude (but would not be restricted to) actions enabling 
end users to disable or re-activate existing functions like 
call waiting and call fonwarding at any time (while their 
telephone is idle or actively connected in a call), and to 
have the disablement or reactivation apply to rr\ore than 
one call, or even to have an active call connection 
switched without interrupting the call (i.e. in a manner 
enabling parties to the call to continue conversing with- 
out hiatus). The last-mentioned function could for in- 
stance allow a user to easily continue a call (e.g. an im- 
portant business call) started at home or in the office, 
while switching from a desk phone to a mobile cellular 
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unit or from a n^obile unit to a desk phone. 

Another important facet of the present invention is 
that it would enable the PSTN to support a wide variety 
of customer equipment operating to communicate 
through diverse networks (the Internet, pager networks, s 
etc.). 

Another important aspect of presently contemplate 
ed modifications to call management resources of the 
PSTN is the proposed inclusion of security firewalls be- 
tween such resources ar\6 PSTN points of customer ac- 
cess. such security firewalls ensuring that actions by un- 
authorized indh/iduats do rK>t impair operations of the 
PSTN. 

Another beneficial aspect is the presently contem- 
plated structuring of the form of interaction permitted be- 
tween customers and PSTN offices such that actions by 
customers and their authorized agents or telephone us- 
ers are unable to adversely affect PSTN operations in 
respect to other customers. 

Our invention further contemplates use of diverse 
communication devices in addition to telephones and 
computers for sustaining new service features presently 
contemplated. For instance in one described application 
a signal sent from the PSTN to a PSTN customer having 
a 2-way pager, foibwed by an acknowledgement from 
the customer's pager, serves as a key to the user's se- 
lection of a choice from a list of options previously fur- 
nished by the user (for example, a “follow me* list of 
numbers to which the users calls are to be forwarded). 

These and other physical and logical elements of 
the present invention will also become evident as this 
description proceeds. 

Brief Description Of The Drawings 

Figure 1 schematically illustrates the existing (prior 
art) servbe management infrastructure of the PSTN. 

Figure 1A is a chart indicating how the system of 
Figure 1 is used today by PSTN customers. 

Figure 2 schentatically illustrates how the present 
invention can be applied to the management infrastruc- 
ture of Figure 1. 

Figure 2A is a chart indicating how the arrangement 
of Figure 2 would be used by PSTN customers. 

Figure 3 schematbalty illustrates how customer tel- 
ephone and computer equipment interface to the PSTN 
system of Figure 2. 

Figure 4 is simitar b Figure 3, but showing details 
of internal elements df the PSTN that are not present in 
Figure 3. 

Figure 5 illustmtes an alternative to the configura- 
tion suggested In Figure 4. 

Figure 6 illustrates an alternative to the arrange- 
ments suggested in Figures 4 and 5. 

Figure 7 illustrates an alternative to arrangements 
suggested in Figures 4-6. 

Figure 8 illustrates a preferred embodiment of the 
invention exemplifying the diversity of customer equip- 



ment and communication methodologies that could be 
supported 

Figures 9 and 10 are flow diagrams indicating how 
a PSTN customer having a two-way pager and web ac- 
cess coub use could use the arrangement of Figure B. 
Figure 9 shows how the user control service activatbn 
through their pager. Figure 10 shows how the user sets 
up pick list schedules prior to actions of Figure 9 as the 
basis for selections made in Figure 9. 

Detailed Description 

Figure 1 illustrates how customer services are ad- 
ministered today in the PSTN. To sign up for a service, 
the customer uses his/her phone 1 to connect to a serv- 
ice representative 2 at a telephone company business 
office 3. The customer requests the desired sen^be and 
the representative performs operations 4. at a computer 
terminal 5, to establish the desired service and company 
records supporting It. For establishing the service and 
associated admbislrative records, the computer termi- 
nal communicates through a local *service setup* inter- 
face 6 to databases 7 and 0 respectively containing (b- 
cal) customer records and (locally) supported features 
or services. After determining that the desired service 
Of feature is locally available, further communications 
are conducted through a configuratbn testing system 9 
and circuit setup system 10. either or both of which may 
be outside of and even remote from the office 3. 

The configuration test system 9 interacts with a 
*configuratbn rubs" database 11 to determine if the cir- 
cuit configuration required for the desired feature is per- 
missible, Circuit setup system 10 interfaces with data- 
bases 12 and 13. respectively containing information on 
traffic and (availabitity/capacity) planning, to determine 
if the requested service or feature can be provided over 
the existing bcal PSTN infrastructure. If the feature can 
be provided, a work order designating the requested 
service (and customer identity, etc.) is handed over to a 
*lelephony application intelligence* (TAl) system 14 
which performs all of the activities required to provide 
the requested service or feature to the requesting cus- 
tomer. TAl system 14 typbally has a hierarchical con- 
structbn of three processing components 15-17 which 
may be either concentrated or distributed (physically 
and/or geographically). 

Processing component 15, designated Service 
Control Point (SCP). maintains a database 18 of cus- 
tomer features which may for instance include custom- 
er-specified “pbk lists* that are to be used for directing 
calls incoming to the customer to alternate telephone 
number destitutions as implementations of *call for- 
warding* and “follow mo“ sen/ices. Processing compo- 
nent 16. designated *signal trartsfer point" (STP), over- 
sees the routing of control signals for implementation of 
services/features such as call forwarding, call blocking, 
etc. Processing component 17. designated "signal 
switching point* (SSP), manages details of control sig- 



10 



15 



20 



25 



30 



35 



40 



45 



SO 



55 



3NSOOCIO; <EP. 



.08471 7ttA2J_> 




5 



EP 0 847 176 A2 



6 



nal routing for implementation of the foregoing services/ 
features. 

The chart in Figure 1 A indicates how this system is 
utilized by customers. To establish or cancel a service/ 
feature the customer calls a telephone company ("tel- 5 
co") business office and a company service represent- 
ative intercedes to respectively establish or cancel the 
service (block 20). Certain services can be disabled by 
the customer during any telephone call-out process, by 
dial Ling or tone keying a specific prefix code (e.g. ”*70” 
to disable cal) waiting) prior to diaLling the number of 
the party being called (block 21 ). 

The block diagram in Figure 2 shows how the 
present invention eliminates the need for service repre- 
sentative intercession and allows for a broader range of 
services and features to be offered to telco customers. 

In this figure, a computer 30, owned by or available to 
a telco customer, communicates directly with business 
office and TAl components of the PSTN shown at 31 , 
through a public data network 32 external to the PSTN 
(shown here as the world wide web, abbreviated 
“WWW”) and server systems 33 and 34 administered 
by the PSTN. Server 33 is a data server linking to the 
external data network, and server 34 is a firewall server 
interactive with server 33 to protect against accesses to 
the telco service administering system 31 by unauthor- 
ized individuals (individuals other than customers and 
their designated agents and/or employees). 

Elements within (telco) system 31 retain the num- 
bering and functions of corresponding respective ele- 
ments in Figure 1 ; indicating that, in effect, service rep- 
resentative intercession is eliminated and the customer 
(or their authorized agent or representative) operates 
through a computer and the external network interface 
32-34 to implement desired changes in services arxt/or 
features. Preferably, the customer computer 30 is 
equ^jped with a conventional web browser compatible 
with a widely used script language (e g. a browser such 
as Netscape's Navigator^ which is compatd^le with a 
script language such as the Java^ language provided 
by Sun Microsystems), and the (telco) web server is 
equipped to provide display "forms” to the customer 
which guide the customer through whatever process is 
required for setting up and instituting services and fea- 
tures, while guarding against possbie actions by cus- 
tomers that could be detrimental to PSTN operations. 

The chart In Figure 2A shows how the customer us- 
es the arrangement of Figure 2. To add. delete arKi mod- 
ify services/features, the customer interacts directly with 
the telco local business offices and telco TAl facilities 
(block 36). This interaction is unrelated to the state of 
the customer telephone line that is affected by such ac- 
tion (block 37); i.e. that line could be idle or in use on a 
telephone call, the latter provided that the link between 
the customer's computer and the web does not require 
use of the same telephone line). 

^ Tmd»mar1c of Noiocapo Corporation 
^Trademark of Sun Microeyatoma Company 



Figure 3 shows how the customer's computer and 
telephone equipment are configured for operation in the 
environment of Figure 2. The customer's telephone 40 
operates through a link 41 to "plain old telephone sys- 
tem* (POTS) lines to conduct telephone call activity 
through the PSTN shown at 42, while the customer's 
computer 30 operates through a link 43 to the web 32, 
and telco servers 33 and 34. Telephony application in- 
telligence (TAl) of the PSTN, shown at 45. remains con- 
ventionally accessible to the customer's telephone link 
for supporting e.g. pre-diaLled disabling of functions 
such as call waiting, and is newly accessible to servers 
33 and 34 for implementing services requested through 
the customer's computer 30. 

Figure 4 elaborates on Figure 3, by showing that 
signals between a customer's telephone 40 and the 
PSTN are routed by cooperative processes of an SSP 
(service switching point) component of the TAl at 46. 
and intelligent peripherals (IP's) at 47 that are attached 
to the SSP; while signals between the customer's com- 
puter 30 and the TAl are handled through link 43, web 
32, telco servers 33 and 34, and the SCP (service con- 
trol point) element of the TAl at 48. This figure also 
shows paths of 

communication between the SSP and STP (signal- 
ling transfer point) at 49. between the SCP and the STR 
and between the IP's and the SCP. 

The TAl remains constructed in accordance with 
presently well-known principles of (published) architec- 
ture for Advanced Intelligent Network (AIN) systems. 
SCP elements such as 48 are the primary focal point for 
service within the network. They contains service logic, 
and online real-time database systems, enabling them 
to provide call processing information and instructions 
for other elements wrthin the AIN hierarchy. SSP ele- 
ments such as 46 process calls requiring access to re- 
mote databases or special logical processing. An SSP 
sends calling arKf called numbers, related to a call, to 
the SCP, and receives instructions from the latter on how 
to handle the call. STP elements such as 49 provide 
communication paths from SSP's to SC P's. Intelligent 
peripherals (IP’s) such as 47 are a "standalone'’ network 
component providing resources relating to voice termi- 
nation applications, such as customized announce- 
ments and DTMF (dual-tone multifrequency) digit col- 
lection. as well as switching infrastructure to connect us- 
ers to resources. Service logic used to control these IP 
resources is located in the SCPs 

Figure 5 shows an alternative to the configuration 
of Figure 4 wherein the web server 33 utilizes a data- 
base 50 containing a forms based program to conduct 
its communications relative to browsers on customer 
computers, and thereby ensure that actions taken by 
customers are restricted, by limitations of the forms dis- 
played to them, so that such actions can not adversely 
impact operations of the PSTN. In this figure, server 34 
links directly to customer record and customer features 
databases. 7 arKi 18 respectively, instead of the SCP 
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(see Fig. 4). 

Figure 6 carries the theme of Figure 5 a step further 
by interlacing the servers 33 and 34 directly to a cus> 
tomer feature database, potentially eliminating need for 
direct communication with TAI elements SCR SIP. and 
SSR and exposures to system malfunction or impair- 
ment that such direct communications may present. As 
in figure 5, access here is provided only to that end user 
data which customers may need to modify to affect their 
own services, and therefore such access Is incapable 
of adversely affecting PSTN operations relative to other 
customers. 

Figure 7 varies this by eliminating the web server of 
previous figures and linking the customer's computer 
30. through a gateway computer 60 within a service 
node 61 of the PSTN, to the Internet seen at 62. Switch 
63 at the sen/ice node altows for communications to be 
directed either between the customer's computer and 
the Internet, without further telco involvement, or be- 
tween the same computer and the SSP component of 
PSTN application intelligence. Services provided wholly 
by the service node can be modified by customer com- 
puters in the same manner as alternatives previously 
described. 

Figure 6 shows how the foregoing arrangements 
can be extended to allow customer equipment other 
than telephones and computers to participate in proc- 
esses affecting telephone services. Notably, in this fig- 
ure. a paging network 70 links customer 2-way pagers 
such as 7 1 to the Internet 62, and via the latter and telco 
firewall 34 to SCP element 48. The SCP interfaces to 
other TAI elements (see Figure 4). Paging network 70 
comprises a radio relay link 72 and pager host station 
73, the latter linking to the Internet. 

Charts in Figures 9 and 10 show how the paging 
network could be used by telco customers to select ‘fol- 
low me* pick lists for transferring calls to various differ- 
ent telephones of a customer during different parts of a 
week. The chart in Figure 10 shows how the customer 
installs pick lists for such usage, and the chart in Figure 
9 shows how the customer pager Is used to make se- 
lections. The chart in figure 9 is described first here, al- 
though the process shown therein requires prior instal- 
latkxi of pick lists by the customer. 

Starting at 80, an SCP intelligence element of the 
PSTN detects the end of a work week and beginning of 
a weekend (block 81 ), and recognizes from this that a 
given customer's/user's "weekerKf pick list* should now 
be in effect for routing telephone calls to that customer 
(block 82). Pick lists including a weekend pick list are 
supplied by the customer to the SCP when the follow 
me service is selected by that customer. Each list con- 
tains one Of more telephone numbers to which tele- 
phone calls to the customer's office telephone are to be 
routed if the office telephone is not answered. 

Based on this, and an additional determination that 
the respective customer is reachable through a pager 
network such as 70 (Fig. 6) the SCP intelligence routes 



a page message to the respective customer's pager in- 
quiring if the current weekend pick list should now be in 
effect for the respective customer (block 83). This mes- 
sage is routed via the Internet and the pager network (e. 
s g. 70 Fig. 8) to the respective customer's pager (e g. 71 
Fig. 8). alerting the customer (e g. via a “beep*) to look 
at the pager's display (block 84). A user/customer re- 
ceiving this pager message (block 84) merely operates 
the respective 2-way pager unit to return an acknowl- 
10 edgement signal (block 65) if use of the respective 
weekend list is suitable. 

Upon receipt of this acknowledgement (block 86), 
the SCP acts to initiate appropriate changes to the cus- 
tomer's feature records to install the weekend list as the 
currently effective one (block 87) and that completes the 
process (block 88). 

The chart in Figure 10 shows how pick lists are in- 
stalled by a customer (or an authorized user of the cus- 
tomer's telephone line). Starling at 100, the customer/ 
20 user connects to the world wide web, and accesses a 
page or pages therein, at a location defined by an as- 
sociated URL (uniform resource locator), which page(s) 
contain(s) forms that can be modified by the customer 
to install desired pick lists. At 102-104, an update serv- 
2S ice application, in the web server receiving the URL re- 
quest, demands and receives password information to 
ensure that the requesting user is the customer or an 
authorized agent of the customer At 105-107 the cus- 
tomer/user fills in the forms offered by the update serv- 
30 ice. detailing "follow me* phone numbers that the user 
wishes to have in force at varbus times. At 108-109 the 
user disconnects from the web, while at 1 1 0-1 1 1 the up- 
date service performs functions needed to have the us- 
er's numbers accepted and stored in the SCP database 
35 of the PSTN. 

The foregoing and other features and aspects of the 
invention will be further understood from the following 
claims. 

40 

Claims 

1. A telephone sen/ice management facility for ena- 
bling the publb switched telephone network (PSTN) 
*♦3 to provide improved telephony services to its cus- 
tomers comprising: 

first means interfacing between the PSTN and 
a communication network external to said 
so PSTN for conducting communications between 

the PSTN and its customers via equipment oth- 
er than telephones; and 
second means interfacing between said first 
means and the PSTN for conducting a security 
55 check on communications received from said 

equipment other than telephones for determin- 
ing if said communications originate from a 
PSTN customer or a duly authorized agent of 
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a PSTN customer; said second means allowing 8. A facility in accordance with any preceding claim 
communications from said equipment other wherein said PSTN comprises a hierarchical net- 

than telephones to affect a telephone sen/ice work of telephony application htelligence (TAI) re- 
delivered to a customer associated with said sponsible for administering said customer services, 

equipment other than telephones if and only if 5 said TAI comprising a plurality of predetermined ac- 

a prior determination has been made that re* cess points; and wherein said first and second 

spective communications are from one of the means are connected to databases used by said 

customer receiving the respective service and TAI, but without direct connection to said control 

authorized agents of that customer points and without required assistance of human 

10 representatives of said PSTN. 

2. A facility in accordance with claim 1 wherein said 
external network is a data communications net- 
work, said first means comprises a data server 
linked to computers used by said PSTN customers 

via said external network, and said second means is 
comprises a firewall server operative between said 
data server and elements of said PSTN responsible 
for automatically administering telephone services 
within said PSTN. 

20 

3. A facility in accordance with claim 2 wherein said 
data network is one of: the Internet and the World 
Wide Web. and said data server is a computer con- 
figured to communicate with browser software in- 
stalled in said computers used by said customers, ^s 

4. A facility in accordarKe with claim 3 wherein said 
data server computer operates to communicate 
with said customer computers using forms-based 
software that is configured to limit actions which 30 
customers can evoke relative to said sensitive in- 
ternal elements of the PSTN. 

5. A facility in accordance with any preceding claim 
wherein said external communication network is at ss 
least one of a group of public communication net- 
works; said group including at least the Internet, the 
World Wide Web, and at least one radio-based pag- 
er network supporting communications between the 
PSTN and customers thereof having use of two-way 40 
pager devices. 

6. A facility in accordance with any preceding claim 
wherein services provided by the PSTN to its cus- 
tomers are administered by a hierarchical network 4S 
of telephony application inlelligenco (TAI) within 
said PSTN, said network comprising a plurality of 
separate access points; and wherein said first and 
second means are adapted for interfacing said cus- 
tomers directly, without intervention of human rep- so 
resentatives of the PSTN, to a predetermined one 

of said TAt network access points. 

7. A facility in accordance with claim 6 wherein said 
access points of said TAI network comprise a serv- ss 
ice control point (SCP), a signal transfer point 
(STP), and a signal switching point (SSP). 
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